GP 302026 

GM LEGAL STAFF, CORP; DETROIT, MICHIGAN 



112 



WORKING 

KEY 
GENERATOR 

24 

S ! ! 

WORKING 
KEY 



-17 



38 

\ 

INCREMENTABLE 
COUNTER 



12 



40 



ENCRYPTION ALGORITHM 



COMMAND ASSEMBLER 



mm 



TRANSMITTER 



36 



30 31 32 33 



DEVICE 
IDENTIFIER 



^42 



10 



FIG. 1 



16 




14' 




f-54 



A RECEIVER 



^44 



44 



14 



46- 



RF 

RECEIVER 



24 



WORKING KEY 



50- 



48 



DECRYPTION 
CIRCUITRY 



DECRYPTION 
ALGORITHM 



52 

s 



INCREMENTABLE 
COUNTER 



51 



VERIFICATION 
CIRCUITRY 



COMMAND 
MESSAGE 

53 



GP 302026 

GM LEGAL STAFF, CORP; DETROIT, MICHIGAN 



212 



INCREMENTABLE 
COUNTER 



22 



18 

i 

KEY 

GENERATING KEY 



ENCRYPTION 
CIRCUITRY 
\ 

20 



WORKING 
KEY 



24 



FIG. 2 



17 



FIG. 3 



102- 



106- 



108- 



110- 





' 


INCREMENT COUNTER | 






GENERATE WORKING KEY | 






TRANSMIT WORKING 
KEY TO RECEIVER 






INCORPORATE WORKING KEY 
IN DECRYPTION ALGORITHM 






INCORPORATE WORKING KEY 
IN ENCRYPTION ALGORITHM 







112 



- (END) 



